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ABSTRACT

Blockchain technologies have gained interest over the last years. While the most explored use case is

financial transactions, it has the capability to agitate other markets. Blockchain remove the need for

trusted intermediaries, can facilitate faster transactions and add more transparency. This paper

explores the possibility to deflate counterfeit using blockchain technology. This paper provides an

overview of different solutions in the anti-counterfeit area, different blockchain technologies and what

characteristics make blockchain especially interesting for the use case. We have developed three

different concepts and the expansion of an existing system concept, is pursued further. It is shown,

that reducing counterfeits cannot be achieved by using technological means only. Increasing

awareness, fighting counterfeiters on a legal level, a good alert system, and having tamper-proof

packaging are all important aspects. These factors combined with blockchain technology can lead to

an efficient and comprehensive approach to reduce counterfeiting.

1. INTRODUCTION

Although it may seem like a faroff idea, we are surrounded by a lot of counterfeits. From fashion and

retail products to software, digital media, electronics, piracy, and intellectual property[1], [2] reports

put the cost of counterfeiting somewhere around $600bn a year in the US alone. In fact, the

International Chamber of Commerce predicts that the negative impacts of counterfeiting and piracy

are projected to drain US$4.2 trillion from the global economy and put 5.4 million legitimate jobs at

risk by 2022.

In Pharmaceuticals, the counterfeit medicine market is now responsible for around 1 million deaths

per year, in an industry estimated to be worth $75bn annually. In fact, the counterfeit medicine

industry is estimated to be growing at twice the rate of legitimate pharmaceuticals, making it up to 25
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times more lucrative than the global narcotics trade. Trust is a central element in all transactions. No

matter if sending money or exchanging goods, it becomes difficult if there is no trust between the

entities involved. It becomes even more difficult, as with many transactions, third parties are involved,

such as banks.[3] Often, not only one third-party is involved in a transaction, but multiple. An

international money transfer does not only include the bank of the sender, the bank of the receiver, but

also multiple intermediary entities such as clearing houses. The entities involved in the transaction do

not only have to trust each other, but also the third parties. Removing these third parties can decrease

transaction cost, facilitate faster transactions and add more transparency. Bitcoin has successfully

shown that removing such third-parties is possible.

The cryptocurrency permits direct sending coins to a transaction partner, without the need to use

banks and clearing houses[4]. The assets are directly transferred from one account to another. There

are no intermediaries and thereby no need to trust third parties. In addition, the question if a

transaction is valid is not answered by an institution, but by algorithms used. Therefore, it completely

removes the need to trust any third party. The technology behind Bitcoin, the blockchain, can

however not only be used for financial transactions and crypto currencies in general. The technology

has potential to ―[5]redefine the digital economy because it allows immutable transactions, which

can be checked at all times from everyone. This is because the information is publicly available and

distributed globally. It is -chronologically updated and cryptographically sealed.

2. LITERATURE SURVEY

A purely peer-to-peer version of electronic cash would allow online payments to be sent directly from

one party to another without going through a financial institution. Digital signatures [6] provide part

of the solution, but the main benefits are lost if a trusted third party is still required to prevent double-

spending. We propose a solution to the double-spending problem using a peer-to-peer network. The

network timestamps transactions by hashing them into an ongoing chain of hash-based proof-of-work,

forming a record that cannot be changed without redoing the proof-of-work. The longest chain not

only serves as proof of the sequence of events witnessed, but proof that it came from the largest pool

of CPU power. As long as a majority of CPU power is controlled by nodes that are not cooperating to

attack the network, they'll generate the longest chain and outpace attackers. The network itself

requires minimal structure. Messages are broadcast on a best effort basis, and nodes can leave and

rejoin the network at will, accepting the longest proof-of-work chain as proof of what happened while

they were gone.

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as

trusted third parties to process electronic payments. While the system works well enough for most

transactions, it still suffers from the inherent weaknesses of the trust based model. Completely non-
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reversible transactions are not really possible,[7] since financial institutions cannot avoid mediating

disputes. The cost of mediation increases transaction costs, limiting the minimum practical transaction

size and cutting off the possibility for small casual transactions, and there is a broader cost in the loss

of ability to make non-reversible payments for non reversible services. With the possibility of reversal,

the need for trust spreads. Merchants must be wary of their customers, hassling them for more

information than they would otherwise need. A certain percentage of fraud is accepted as unavoidable.

These costs and payment uncertainties can be avoided in person by using physical currency, but no

mechanism exists to make payments over a communications channel without a trusted party.

This is the first white paper from the Hyperledger Performance and Scale Working Group. The

purpose of this document is to define the basic terms and key metrics that should be used to evaluate

the performance of a blockchain and then communicate the results. This paper also serves as a

platform-agnostic resource for technical blockchain developers and managers interested in using

industry-standard nomenclature.[8]

While we appreciate that there may be discrete definitions for the terms “blockchain” and

“Distributed Ledger Technology (DLT)” [9],[10] for the purposes of this paper we will treat both

terms synonymously and use the term “blockchain” throughout.

This document provides some guidance on selecting and evaluating workloads. We expect that

refinements to these definitions and new blockchain-specific metrics will warrant future revisions of

this document.

New cryptographic protocols which take full advantage of the unique properties of public key

cryptosystems are now evolving[11]. Several protocols for public key distribution and for digital

signatures are briefly compared with each other and with the conventional alternative.

The blockchain paradigm when coupled with cryptographically-secured transactions has demonstrated

its utility through a number of projects, with Bitcoin being one of the most notable ones. Each such

project can be seen as a simple application on a decentralised, but singleton, compute resource. We

can call this paradigm a transactional singleton machine with shared-state. Ethereum implements this

paradigm in a generalised manner. Furthermore it provides a plurality of such resources, each with a

distinct state and operating code but able to interact through a message-passing framework with others.

We discuss its design, implementation issues[12], the opportunities it provides and the future hurdles

we envisage.

Our growing reliance on online services accessible on the Internet demands highly available systems

that provide correct service without interruptions. Software bugs, operator mistakes, and malicious

attacks are a major cause of service interruptions and they can cause arbitrary behavior, that is,

https://wiki.hyperledger.org/groups/pswg/performance-and-scale-wg


1025 JNAO Vol. 15, Issue. 1, No.15 : 2024

Byzantine faults. This article describes a new replication algorithm, BFT, that can be used to build

highly available systems that tolerate Byzantine faults[18]-[19]. BFT can be used in practice to

implement real services: it performs well, it is safe in asynchronous environments such as the Internet,

it incorporates mechanisms to defend against Byzantine-faulty clients, and it recovers replicas

proactively. The recovery mechanism allows the algorithm to tolerate any number of faults over the

lifetime of the system provided fewer than 1/3 of the replicas become faulty within a small window of

vulnerability. BFT has been implemented as a generic program library with a simple interface. We

used the library to implement the first Byzantine-fault-tolerant NFS file system, [13] BFS. The BFT

library and BFS perform well because the library incorporates several important optimizations, the

most important of which is the use of symmetric cryptography to authenticate messages. The

performance results show that BFS performs 2% faster to 24% slower than production

implementations of the NFS protocol that are not replicated. This supports our claim that the BFT

library can be used to build practical systems that tolerate Byzantine faults.

This paper argues for a new approach to building Byzantine fault tolerant replication systems. We

observe that although recently developed BFT state machine replication protocols are quite fast, they

don’t tolerate Byzantine faults very well: a single faulty client or server is capable of rendering PBFT,

Q/U, HQ, and Zyzzyva virtually unusable. In this paper, we (1) demonstrate that existing protocols

are dangerously fragile, (2) define a set of principles for constructing BFT services that remain useful

even when Byzantine faults occur, and (3) apply these principles to construct a new protocol,

Aardvark. Aardvark can achieve peak performance within 40% of that of the best existing protocol in

our tests and provide a significant fraction of that performance when up to f servers and any number

of clients are faulty. We observe useful throughputs between 11706 and 38667 requests per second for

a broad range of injected faults.

3. PROBLEM STATEMENT

Approaches which help to identify counterfeits do not help, if there is no awareness of the issue with

counterfeits. Especially critical for pharmaceuticals, the public must be aware of such products.

Support of the analytics : If a product is suspected to be a counterfeit, it should be analyzed as soon as

possible. This typically starts with a visual inspection of the packaging, the packaging content (such

as leaflets) and the medicine itself. If the product turns out to be counterfeited, the risk should be

evaluated and patients informed. Furthermore, law agencies should take the requisite steps to identify

were the counterfeit has come from and act upon it. [14] This fights counterfeit by increasing

awareness and by fighting criminal organizations introducing counterfeits.Not only supply chain any

other online transaction require third party to complete transaction and peoples has to trust on third
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parties to complete their transaction and sometime this third parties can make fraud transaction or

misuse user data.

3.2 LIMITATIONS

1. Not able identify counterfeits

2. So counterfeits product are increasing in markets

3. People may loss with these products

4. PROPOSED SYSTEM

In perspective of a user, a user is able to do the following thing in the specified order to check the

authenticity of the product. (i) Scan QR/NFC tag of the Product using any scanner present on a mobile

phone. (ii) The scan will open a page in the browser, The product info is requested from the

Authentication Module. Authentication module verifies if it is a genuine request, if yes, it creates a

new entry of scan in the database and blockchain and sends response with the Product data and its

scan history. (iii) Browser shows if the product [15] is authentic and shows its scan history. User is

able to view the scan history to check for any anomalous scan history. In supply chain also all

products barcode digital Blockchain signatures [16] will be stored and if any third party distributor

make clone of barcode then its signature will be mismatch and counterfeit will be detected.

4.2 ADVANTAGES

1. Detecting counterfeit

2. Avoid of spreading counterfeit products

5. IMPLEMENTATIONS

1. Save Product with Blockchain Entry: In this module user will enter product details and then

upload product bar code image and then digital signature will be generated on uploaded barcode

and then this transaction details will be store in Blockchain[17]. Before storing transaction

Blockchain will verify all old transaction and upon successful verification new transaction block

will be store

2. Retrieve Product Data: Using this module user can search existing product details by entering

product id
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3. Authenticate Scan: Here in this module we don’t have any scanner so we are uploading original

or fake bar code images and then Blockchain will verify digital signature of uploaded bar code

with already store bar codes and if match found then Blockchain will extract all details and

display to user else authentication will be failed.
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6. EXPECTED OUTCOMES

USER PAGE

User interface

In above screen enter product details and then click on ‘Save Products with Blockchain

Entry’button to store product details in Blockchain

User Associated Barcode
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In above screen I entered product details and then selecting and uploading associated

BARCODE image and then click on ‘Open’ button to get below result.

Figure-10: Blockchain hash code

In above screen Blockchain generated new Block with id 2 and we can see Blockchain hash

code of old and new transaction with uploaded bar code digital signature and all this details

will saved inside Blockchain and now to search product details click on ‘Retrieve Product

Data’ button to get below details

Figure-11: Retrieve product data to get Details

In above screen I entered product id as 2 and then click on ‘Retrieve Product Data’ button to

get above details. Now click on ‘Authenticate Scan’ button to upload product Barcode and
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then Blockchain will match this uploaded Barcode signature with available stored signatures

and if match found then authentication will be successful else failed.

Figure-12: Retrieve Data by Uploading barcode

In above screen I am selecting and uploading ‘2.jpg’ file and then click on ‘Open’ button to

get below result

Figure-13: WebPage Output

In above screen in browser author can see all authentication details uploaded product bar code.

Now check with fake barcode by uploading from ‘fake bar code’ folder.
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Figure-14: uploading Fake Barcodes

In above screen uploading barcode from fake folder and below is the result.

Figure-15: Retrieve Data Failed

In above screen in text area we can see uploaded bar code authentication failed.

7. CONCLUSION

With this system, the products journey from manufacturing to customer can be recorded, and

the customer is assured that the scans weren‘t faked. Manufacture is able to prove their

product is authentic and is also able to track their product‘s pathway. The setup is easy to
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implement and requires less operation cost. Manufacturer can also adopt RFID or NFC tokens

instead of QR codes to further strengthen their system.

7.2 FUTURE SCOPE

Multiple techniques to reducing counterfeits were examined in this thesis. These improvements

were considered, and their impact on minimising counterfeits was assessed, in order to be less

reliant on external variables. Due to time constraints and the fact that several other system

changes were also required, it was not possible to implement all of the suggested changes. The

finalisation of these implementations for the proposed system, as well as the potential of running

pilots, are among the next steps. The concept for reducing counterfeits in the humanitarian supply

chain is currently being developed, as is the execution.
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